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Initial Process Overview AURORA

The City of Aurora plans to establish a long-term partnership with a Managed Security Service Provider
(MSSP) that can help the City achieve the goals of the Information Technology Strategic Plan while effectively
managing current and future cybersecurity risks.

Process Overview:

After several meetings to discuss the City’s needs and specific timeline, Marketplace.city drafted the Solicitation for vendors to complete
to be included in the reporting and selection process.

It was publicly posted on 7/14/25 and closed 8/6/25.

There were 21 responses completed by the deadline - Raw Data File Here.

8/8 - Met to review Vendor Response Data

Only the summaries are included here for space, Full Documentation & Responses for All 21 Respondents Found Here.



https://procurement.opengov.com/portal/marketplace-city/projects/182320
https://docs.google.com/spreadsheets/d/1KMOHG5W_Rb1mlSZMlWrcMy6VaJ6vCo80/edit?usp=drive_link&ouid=108239199928344006603&rtpof=true&sd=true
https://drive.google.com/drive/folders/1dZQCipkXoZGqaoQvfWP_3QKb_8cVa865?usp=drive_link

Submission Summary 1

Example dashboard Please upload an
1-Page Solution - . MDR Focus or Full - interface for Aurora example of a typical Extracted Public Sector Summarized 3 -Year
CRELE Narrative U s A a7 EeClubSlac e Service? stakeholders for real - report provided at a References Pricing Estimates

time monitoring. regular interval.

AMTechnology . . o Microsoft, Crowdstrike, .
Solution Narrative . - Example Report .
LLC Solution Narrative SIEM flexibility Rapid7, BM Full-Service Example Dashboard Example Report $3.58M
City of St. Charles
California Department of
Anthony Single SIEM Support Parks and Recreation
. Solution Narrative . MDR-Focused Example Dashboard Example Report Marine Corps Community $0.75M
Timbers LLC (Logz.io) Services
Maricopa County, Arizona
City of Bakersfield, California
Asoft . . Azure, Salesforce,
Consulting LLC Solution Narrative Unclear ServiceNow. AWS Unclear Example Report $8.5M
. IBM Products,
CarbonHelix . . . . . .
Solution Narrative Generally Flexible SentinelOne, Cisco, Full-Service Example Dashboard Example Report $1.35M
Gyzer e Jumpcloud


https://docs.google.com/document/d/1N_tVvf9DHU3XrTTSW1-pGEVWrrZ5Lhva/edit?usp=drive_link&ouid=104995481191171196163&rtpof=true&sd=true
https://drive.google.com/file/d/1rFodCqq0rW79MNDhgEvn1R65OMuMgVB3/view?usp=drive_link
https://drive.google.com/file/d/1ATCDV7aR3B6TR0a-lxWi25JakxATFcNx/view?usp=drive_link
https://docs.google.com/document/d/1PJFlO_ttQr7G2V0fYrszIH2wzElJgix3/edit?usp=drive_link&ouid=104995481191171196163&rtpof=true&sd=true
https://drive.google.com/file/d/1X1Y-bbkpl9pxG-VzIQIboC_dCsFxo2NB/view?usp=drive_link
https://drive.google.com/file/d/12aWXqjs1X8waGLs3MwRCN8KTZRnKhIYZ/view?usp=drive_link
https://drive.google.com/file/d/14SyJM85-3efyZpEfTZDtOyd6mjG9GIEn/view?usp=drive_link
https://drive.google.com/file/d/1e2FfReY4WbUGSid-uLMGGvibaQ7_jU3f/view?usp=drive_link
https://drive.google.com/file/d/1pkA9bfGbgS2p_tLzutYAnH3OiqGttG12/view?usp=drive_link
https://drive.google.com/drive/folders/1MtRlaiXLdJ2bIXwBygwfJ6tLVWPueX9-?usp=drive_link
https://drive.google.com/file/d/1Diqs3ZzJOqSlGeZXw2izXXCugm1ssv_e/view?usp=drive_link

Submission Summary 2

Company

Computer Aid,
Inc.

Consultadd Inc

Data
Defenders,
LLC.

Global
Solutions
Group, Inc.

1-Page Solution

Narrative

Solution Narrative

Solution Narrative

Solution Narrative

Solution Narrative

Tech Stack Flexibility

Single SIEM Support
(LMNTRIX)

SIEM flexibility

Single SIEM Support

Supports Splunk &
Microsoft Sentinel

Security Stack/Partners Service?

Full-Service

Azure, Splunk, QRadar,

Logrythm Full-Service

eSentire, Island, KnowBe4 Full-Service

Fortinet, Oracle, Fireeye,
IBM, Cisco, Microsoft,
Micro Focus, Tenable,

AWS, Mimecast,

Full-Service

MDR Focus or Full -

Example dashboard
interface for Aurora

Please upload an
example of a typical
report provided at a

regular interval.

stakeholders for real -
time monitoring.

Example Dashboard Example Report

Example Dashboard Example Report

Example Dashboard

Example Report

Example Dashboard Example Report

Extracted Public Sector
References

Village of Orland Park

Pace Suburban Bus

Metra Rail

Los Angeles County
Sanitation Districts

Children's Services Council of
Palm Beach County

New York City School
Construction Authority

Social Security Administration
Hampton Roads Transit
Marin Housing Authority
South Carolina Department of
Motorvehicles

City of New Orleans
Johnson County Community
College

State of Kansas Office of
Information Technology
Services

City of Visalia

City of Rochester

Summarized 3 -Year
Pricing Estimates

$1.42M

$1.7-2.0M

$1.79M

$1.14M


https://drive.google.com/file/d/1HFUUrXx_0V8DVJUoYHpj2udkQ_tWOSAI/view?usp=drive_link
https://drive.google.com/file/d/14K66p7oYlSsFgxC7FPSkqMvPpmd-bHEF/view?usp=drive_link
https://drive.google.com/file/d/1YkGvxAQfLw-OuedEcqhee7IG9yZ1s_AO/view?usp=drive_link
https://drive.google.com/file/d/103KSz1SlHIDEb787A1mGRBnf8gCLyOrT/view?usp=drive_link
https://drive.google.com/file/d/1FPu_m0TLZ9hsw3w1_PS4HKFs4N4z5WNV/view?usp=drive_link
https://drive.google.com/file/d/1kW7x78s_A9o_F21TBxFVLyw1330wuZBP/view?usp=drive_link
https://drive.google.com/file/d/18uIVrpqNbYw9yIymmz8d7SnXUU57J78k/view?usp=drive_link
https://drive.google.com/drive/folders/1b3M5EdH5wIqwJEAG4EsweWhviAdi2MDs?usp=drive_link
https://drive.google.com/file/d/1fl0O9LfvvOR9xyFeYWz-yi0lhP0XCORy/view?usp=drive_link
https://drive.google.com/file/d/1rWKqac7vlVTfDbi4VJ-zIUAmGTOElLKh/view?usp=drive_link
https://drive.google.com/file/d/1JPq1jlyVAZDBz91XGeS8ljudaDDdroFt/view?usp=drive_link
https://drive.google.com/file/d/1Sjfj12Yg4i74vVoGdtaneW8u1tdbzkJy/view?usp=drive_link

Submission Summary 3

Company

Hire A Cyber
Pro LLC

In Balance IT
Solutions LLC

Insight Public
Sector, Inc

Logicalis Inc.

1-Page Solution

Narrative

Solution Narrative

Solution Narrative

Solution Narrative

Solution Narrative

Tech Stack Flexibility

Single SIEM Support
(Stellar)

Supports Splunk &
Microsoft Sentinel

Single SIEM Support

SIEM flexibility

Security Stack/Partners

KnowBe4, Zscaler,
SentinelOne, Stellar,
Apptega

Technology through
Blue Voyant

Fortinet, Crowdstrike,

Cisco, Tenable,

ServiceNow, Microsoft

MDR Focus or Full -
Service?

MDR-Focused

MDR-Focused

MDR-Focused

Full-Service

Example dashboard
interface for Aurora

stakeholders for real -
time monitoring.

Example Dashboard

Example Dashboard

Example Dashboard

Example Dashboard

Please upload an
example of a typical
report provided at a

regular interval.

Example Report

Example Report

Example Report

Example Report

Summarized 3 -Year
Pricing Estimates

Extracted Public Sector
References

$0.75M + Ad Hoc for

Advisory
$0.53M
Town of Morris ville
Diocese of Trenton $2.1M

Quote Chart too small to
read


https://docs.google.com/document/d/17qksZGON1LHq5dvgIgihnrGEVR8sI3v2/edit?usp=drive_link&ouid=104995481191171196163&rtpof=true&sd=true
https://docs.google.com/document/d/1jUTNBDN5nz41NeQd4j5AFw6_njN_48J2/edit?usp=drive_link&ouid=104995481191171196163&rtpof=true&sd=true
https://drive.google.com/file/d/16GZz0tx9v1GF2Y-SWfw8X-zaT1ufU2Br/view?usp=drive_link
https://drive.google.com/file/d/194piwXDBTUz-oras7J0JpWR7W8soju_V/view?usp=drive_link
https://drive.google.com/file/d/1TI8fD5r6j1ms9csj065Xx6dbsiK5QOP8/view?usp=drive_link
https://drive.google.com/file/d/1EXB0tFsikc-PyAPQ-HKwGj0bykh6Yjto/view?usp=drive_link
https://drive.google.com/file/d/1ouV-ETKYH8dTCT2-sAE9cOBpqIw7hWSI/view?usp=drive_link
https://drive.google.com/file/d/1PVUgQkMurO5DqQf3K3OmBVDjb6lfeyaC/view?usp=drive_link
https://drive.google.com/file/d/1kP3827kqFD5Iuyyu8_reiiRqok2ploZN/view?usp=drive_link
https://drive.google.com/drive/folders/1N9uWVnFmGaVxOPBnAko7b7yOFTMvbD1t?usp=drive_link
https://drive.google.com/file/d/1J6OQulJPG81Umeo1FWr9Wj20FKAiAvCU/view?usp=drive_link
https://drive.google.com/drive/folders/1VezWsKvPw5BIDfwsE6gYIC5vjuNTljOQ?usp=drive_link

Submission Summary 4

Company

NobleTec, LLC

NuHarbor
Security Inc

Optiv Security
Inc.

PCS
International

1-Page Solution
Narrative

Solution Narrative

Solution Narrative

Solution Narrative

Solution Narrative

Tech Stack Flexibility

Single SIEM Support
(Databricks y+ Barracuda
products

Supports Splunk &
Microsoft Sentinel

Flexible with SIEM and
MDR

Single SIEM Support
(Stellar)

Security Stack/Partners

Barracuda

Crowdstrike, Splunk,
Microsoft, Tenable,
Zscaler

Google SecOps

Offers data correlation
from other SIEM (Sentinel,
Splunk, Elastic)

MDR Focus or Full -
Service?

MDR-Focused

Full Service

MDR-Focused but Full-
Service Capable

Full-Service

Example dashboard
interface for Aurora

stakeholders for real -
time monitoring.

Example Dashboard

Example Dashboard

Example Dashboard

Please upload an
example of a typical
report provided at a

regular interval.

Example Report

Example Report

Example Report

Example Report

Extracted Public Sector Summarized 3 -Year
References Pricing Estimates

Village of Bolingbrook
Village of Bloomingdale $1.83M
Village of Oak Brook

$0.7-1.1M

$0.99M + Additional
Services Unquoted

$1.5M


https://docs.google.com/document/d/101g_AZVmSpJQDqMmAD6T4ne8j_9R68TQ/edit?usp=drive_link&ouid=104995481191171196163&rtpof=true&sd=true
https://docs.google.com/document/d/1x1gHhOqtj7nhg6AZoAuDSK2NZWH6yMwp/edit?usp=drive_link&ouid=104995481191171196163&rtpof=true&sd=true
https://drive.google.com/file/d/1t12XbV-9Ht4q3US56IO1UYvk7JQ4HQV3/view?usp=drive_link
https://drive.google.com/file/d/1peGmcA9m9YMNBwYogZ_DUmK42B5gnjgU/view?usp=drive_link
https://drive.google.com/file/d/13VWsQcxH47yE95ykraeJTMdx-xAbqZaX/view?usp=drive_link
https://drive.google.com/file/d/1ApgWKGvpss_XqKEdOGq38inEEzrd_pqq/view?usp=drive_link
https://drive.google.com/file/d/1-vc82-0UXHaiSrgV231OnLuMxagMyT9t/view?usp=drive_link
https://drive.google.com/file/d/1o--tiiOMevrYMKgP7eEAJBq-FP9KLgS4/view?usp=drive_link
https://drive.google.com/file/d/1fE-AkUaNfqm3y1kOTY9QewfmxqASQDmy/view?usp=drive_link
https://drive.google.com/file/d/1sVTdCvHY9fmCyZLvPx1I-sV9bfFWTg30/view?usp=drive_link
https://docs.google.com/spreadsheets/d/1FmD8QLpaSa4qvyn5oty9J12PKDGdsWcq/edit?usp=drive_link&ouid=104995481191171196163&rtpof=true&sd=true

Submission Summary 5

Example dashboard

. Please upload an example
interface for Aurora p p

of a typical report provided
at a regular interval.

Extracted Public Sector Summarized 3 -Year Pricing

Company 1-Page Solution Narrative Tech Stack Flexibility Security Stack/Partners MDR Focus or Full -Service? -
References Estimates

stakeholders for real -time
monitoring.

Sayers Rigid - Dual Vendor (Arctic

Technology Solution Narrative Wolf) Only mentions Arctic Wolf MDR-Focused Example Dashboard Example Report $0.37M

Services, LLC
Naperville Park District
Town of Normal, IL

Scientel . . . . . . Village of Tinley Park, IL

: Solution Narrative > - LEXxample Report .

Solutions LLC Solution Narrative Single SIEM Support (Fortinet) Fortinet products, Mimecast MDR-Focused Example Dashboard Example Report Plano Event Center $0.85M
Forest Preserve District of Will
County

Sentinel . . . . .

n Solution Narrative Splunk &Fortinet Support Fortinet, CyberShadows Full-Service Example Dashboard Example Report $0.3M

Technologies, Inc
Metropolitan Washington
Airport Authority MWAA)

Okta, Sailpoint, Microsoft, Tennessep Education Lottery
AWS, Imperva, Fortinet Corporation (TEL)
Softsages LLC Solution Narrative SIEM Flexibility > mp i ? Full-Service Example Dashboard Example Report Multi-State Lottery $6.0M
Barracuda, Broadcom, L.
Sayviynt, ServiceNow Association (MUSL)
yviynt, Greenwood Commissioners of

Public Works (CPW)
Jaunt, Inc.

Trustwave

Government Solution Narrative SIEM Flexibility Microsoft Full-Service Example Dashboard Example Report $2.6M

Solutions


https://drive.google.com/drive/folders/15a9FHgUJYluIyt8LS3g_aGWY45j3bdvV?usp=drive_link
https://drive.google.com/file/d/1WJSULp43aQ1RIsoNy-cY0rAeDqDuPmkD/view?usp=drive_link
https://drive.google.com/drive/folders/15pdq2k3BLdMbbi7uam5z-se_6mBkt0G-?usp=drive_link
https://drive.google.com/file/d/1F63VUo9IfOnK8k4_Ydd9S5AU7mBVhZWo/view?usp=drive_link
https://drive.google.com/file/d/1ujX5UqxsdGS2vMaMgJc63mVwQ90BfG5x/view?usp=drive_link
https://drive.google.com/file/d/1hGj2ydtXXVvJQLR5MKTFnx82sNPAvShh/view?usp=drive_link
https://drive.google.com/file/d/19hic8lyCDsrXt4Z0W2NWNUAQSEIY1MZJ/view?usp=drive_link
https://drive.google.com/drive/folders/1Nvg4YDHpiEBp8vzbwsdxlKRa_xZxroHw?usp=drive_link
https://drive.google.com/drive/folders/1wn9eoEZnS7TOyyLMgCv7ZEbeOJxUHjCq?usp=drive_link
https://drive.google.com/file/d/19ONjyan8-Kpyp2CW2IljhxeI_zFW5Oe9/view?usp=drive_link
https://drive.google.com/file/d/1Ee6N55nSFdu3Tx3fo54FWI9ogIMmX8z2/view?usp=drive_link
https://drive.google.com/file/d/1LB_HVDA313xEdhRPzU8mD1iYSpuWKNQM/view?usp=drive_link
https://drive.google.com/file/d/1UPe0H65Hr5kzJ9E5Ibdtfv8fY8rtWhqG/view?usp=drive_link
https://drive.google.com/file/d/1xnzc9sa6e9YzIcw8h66R03QWka0EFgoo/view?usp=drive_link
https://drive.google.com/file/d/1L1XlXtYgofYLDyBK7oNzH0vMaT034Tzn/view?usp=drive_link

Process Overview Continued AURORA

The City of Aurora plans to establish a long-term partnership with a Managed Security Service Provider
(MSSP) that can help the City achieve the goals of the Information Technology Strategic Plan while effectively
managing current and future cybersecurity risks.

Process Overview:

. After several meetings to discuss the City’s needs and specific timeline, Marketplace.city drafted the Solicitation for vendors to complete
to be included in the reporting and selection process.

. It was publicly posted on 7/14/25 and closed 8/6/25.

. There were 21 responses completed by the deadline - Raw Data File Here.

. Met to review Vendor Response Data ON 8/8

. Only the summaries are included here for space, Full Documentation & Responses for All 21 Respondents Found Here.

. The project team continued to review the response data, identifying the 11 most qualified respondents for initial 1-hour conversations.

. Finalists Global Solutions Group, NuHarbor Security, and Trustwave were identified by the project team as offering the most robust
solutions and most attractive potential partnership.

. Marketplace.city drafted a final proposal document for the three finalists to submit, clarifying remaining technical questions and final
pricing.

. It was released to finalists between 9/2 - 9/12.

«  The full RFP Analysis presentation can be Found Here, summaries included on the following slides.


https://procurement.opengov.com/portal/marketplace-city/projects/182320
https://docs.google.com/spreadsheets/d/1KMOHG5W_Rb1mlSZMlWrcMy6VaJ6vCo80/edit?usp=drive_link&ouid=108239199928344006603&rtpof=true&sd=true
https://drive.google.com/drive/folders/1dZQCipkXoZGqaoQvfWP_3QKb_8cVa865?usp=drive_link
https://procurement.opengov.com/portal/marketplace-city/projects/194653
https://docs.google.com/presentation/d/1lrJQNVfDUZETCh-8Zl_MNiu5iAXO6l8a/edit?usp=drive_link&ouid=108239199928344006603&rtpof=true&sd=true

Final Pricing

Final Pricing

CETIEE Template

Implementation Core Service Elements Additional Services Cumlative 3 -Year Total

24/7 SOC Monitoring: $893,715.19 Phishing/Security Awareness Training: $55,636.20
. . L. Physical Asset Protection: $15,000 Training: Included
I(;I:;;bal Solutions Group, FﬁsrlnPrl{:tl:g $78.800 $1,282,790.70
’ ~efmpaate Security Advisory: $91,181.55 Ivanti Integration: Included
Administration of Existing IT Tools: $67,876.16 Penetration Testing: $74,181.60

24/7 SOC Monitoring: $891,000 Phishing/Security Awareness Training: Estimate Not

Provided
Final Pricin Physical Asset Protection: Included Trainine: Included
NuHarbor Security Inc mg $40,000 & $1,003,000
Security Advisory: Included Ivanti Integration: Estimate Not Provided
Administration of Existing IT Tools: Included Penetration Testing: $72,000
24/7 SOC Monitoring: $1,168,425 Phishing/Security Awareness Training: $93,060
T e e Final Pricin Physical Asset Protection: Included Training: Included
Solutions Template $45.,000 $2’248’857
Security Advisory: $450,000 Ivanti Integration: $12,408
Administration of Existing IT Tools: $448,944 Penetration Testing: $31,020


https://docs.google.com/spreadsheets/d/10XZNIF7rahDFCwH-EK7wh5SCxvi62UNJ/edit?usp=drivesdk&ouid=108198150571609706149&rtpof=true&sd=true
https://docs.google.com/spreadsheets/d/10XZNIF7rahDFCwH-EK7wh5SCxvi62UNJ/edit?usp=drivesdk&ouid=108198150571609706149&rtpof=true&sd=true
https://docs.google.com/spreadsheets/d/1-xEKFUxkyUON8yVmE8uE5HRwRm09Jk42/edit?usp=drive_link&ouid=108239199928344006603&rtpof=true&sd=true
https://docs.google.com/spreadsheets/d/1-xEKFUxkyUON8yVmE8uE5HRwRm09Jk42/edit?usp=drive_link&ouid=108239199928344006603&rtpof=true&sd=true
https://drive.google.com/file/d/1nIsa52riLR1xgcdHbO-9YK80-lgLkkLT/view?usp=drivesdk
https://drive.google.com/file/d/1nIsa52riLR1xgcdHbO-9YK80-lgLkkLT/view?usp=drivesdk

Final Experience / References

Company

Global Solutions Group, Inc.

NuHarbor Security Inc

Trustwave Government
Solutions

Extracted References

City of New Orleans

Johnson County Community College

State of Kansas Office of Information Technology
Services

City of Visalia

City of Rochester

ALOIT
Frederick County Government
Oklahoma City Public Schools

Federal Energy Regulation
Department of Energy SPR
Santa Clara County California
Contra Costa County California
South Carolina State Legislature

At this point, the City requires contact
information for references from a similar
public sector / municipal MSSP engagement.
Please complete the Reference Template and

upload.

References

References

References

Aurora stakeholders are interested in
potentially consolidating their security toolset
(while ensuring consistent security levels).
Please provide an example anecdote where
you helped slim an existing security toolset as
part of standing up your managed service?

Supplemental Case Studies

For a mid-sized municipal client, GSG replaced a
fragmented toolset of five overlapping products
with an integrated MDR platform anchored in
Microsoft Sentinel and Defender. This
consolidation cut licensing costs by 30%,
reduced alert fatigue and improved compliance
reporting, while maintaining robust protection.
Aurora Stakeholders will gain clearer visibility and
faster response through a GSG’s unified security
operations approach.

Compiled Case Studies

NuHarbor Security helps organizations streamline
and centralize security tools through our
Managed Services. We supported a major State
Authority in consolidating siloed, vendor-spread
services, integrating Splunk, vulnerability
management, and compliance into a unified
environment. This improved efficiency, reduced
costs, and enhanced security posture—leading
to a multi-year contract renewal.

Genericized Case Studies

TGS boasts many examples of clients realizing
efficiencies &cost savings in both operations &
software/tool consolidation. One example is a
sizeable public sector customer who transitioned
from tool sprawl to a Microsoft security
ecosystem. Trustwave helped this agency save
on both licensing and ingest costs by migrating
them from Splunk to Sentinel & divesting of other
EDR/EPP/UEBA agents in favor of the G5
Defender suite of capabilities. They also released
inefficient expensive contractors.

Contra Costa County, CA Case Study



https://docs.google.com/spreadsheets/d/1iV3QKGgXSZmgompNPSmLyENQmJnnuNC1/edit?usp=drivesdk&ouid=108198150571609706149&rtpof=true&sd=true
https://drive.google.com/file/d/1FF4xJ3WYoNUR8rjRET18FQavGruAfwZD/view?usp=drive_link
https://docs.google.com/spreadsheets/d/1wELj27C7A2oMc8b76I2Y872_Ta-wdS8Y/edit?usp=drivesdk&ouid=108198150571609706149&rtpof=true&sd=true
https://drive.google.com/file/d/1DSiicDtfwrT1U3PvGvtyKoVKM8nGeVzw/view?usp=drive_link
https://drive.google.com/file/d/1ZA2pJoD7C800BDZ-_NDscy74cVBdgBCK/view?usp=drivesdk
https://drive.google.com/file/d/1d0IhmApc2tA1MUUSWJ08j7KDleoZ0tS6/view?usp=drive_link

Scoring ‘URORA

After reviewing the final proposals, Aurora stakeholders were ready to score. The tabulated summary results are below.
You
can find the Full Scoring Results with cemmmmes ] e

Scoring Criteria Weight GSG NuHarbor Trustwave

Security Capabilities

-Threat Detection & Response Maturity
-Threat Intelligence Integration
-Incident Response Capability
-Compliance Support

-Proactive Threat Hunting

25% 6.50 9.00 7.50

Technology Integration

-SIEM/SOAR Integration

-Cloud & Hybrid Support 20% 6.00 8.00 7.25
-Scalability & Flexibility

-Autmation & AI/ML

Service Quality

-SLA Strength & Response Times

-24/7 Monitoring & SOC Coverage 15% 7.75 9.00 7.75
-Staff Expertise & Certifications

-Customer References

Business Alignment
-Industry/Regulatory Knowledge

0,
-Governance & Risk Alignment 10% 7.75 9.00 7.25
-Reporting & Transparency
Cost & Value
-Pricing Clarity & Model 20% 6.00 8.00 425

-ROI/Cost Reduction Potential
-Contract Flexibility

Trust & Partnership
-Reputation & Stability 10% 7.25 9.00 5.75
-Cultural Fit/Collaboration

Weighted Scoring 6.69 8.60 6.64


https://docs.google.com/spreadsheets/d/1SUQj8n56HRt_aWSRa26MaC1nk_oYo8EG/edit?usp=drive_link&ouid=108239199928344006603&rtpof=true&sd=true

NuHarbor Negotiations AURORA

After NuHarbor was identified as the preferred vendor from the pool, Aurora stakeholders hosted final scoping
discussions and pricing negotiations. Changes to the 3-year cumulative price can be found here.

Company Final Pricing

Implementation Core Service Elements Additional Services Cumlative 3 -Year Total
Template

24/7 SOC Monitoring: $891,000 Phishing/Security Awarene.ss Training: Estimate Not
Provided
NuHarbor Security Inc Final Pricin $40.000 Physical Asset Protection: Included Training: Included $1.003.000
Original Final Quote Lemplate (Architecture & Risk Assessment) Security Advisory: Included

Ivanti Integration: Estimate Not Provided

Administration of Existing IT Tools: Included Penetration Testing: $72,000

24/7 SOC Monitoring: $818,100 Phishing/Security /.\wa'renf:ss Training: Aurora Not
Including in Final Package

NuHarbor Security Inc Physical Asset Protection: Included

Final Pricing $37,500 Training: Included $900,600
Template (Architecture & Risk Assessment) :

AWET i EGRLER Security Advisory: Included Ivanti Integration: Aurora Not Including in Final Package

Administration of Existing IT Tools: Included Penetration Testing: $45,000

*The City will independently Purchase KnowBe4 (Security Training Platform) and Keeper (Password Management Tool) rather than contract
these through the MSSP (as in the status quo). Marketplace.city has provided comparable municipal contracts for IT stakeholders to ensure Aurora
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receives the fair market rate. These will be brought forward as separate, significantly smaller purchases in the coming months.


https://docs.google.com/spreadsheets/d/1-xEKFUxkyUON8yVmE8uE5HRwRm09Jk42/edit?usp=drive_link&ouid=108239199928344006603&rtpof=true&sd=true
https://docs.google.com/spreadsheets/d/1-xEKFUxkyUON8yVmE8uE5HRwRm09Jk42/edit?usp=drive_link&ouid=108239199928344006603&rtpof=true&sd=true
https://docs.google.com/spreadsheets/d/1-xEKFUxkyUON8yVmE8uE5HRwRm09Jk42/edit?usp=drive_link&ouid=108239199928344006603&rtpof=true&sd=true
https://docs.google.com/spreadsheets/d/1-xEKFUxkyUON8yVmE8uE5HRwRm09Jk42/edit?usp=drive_link&ouid=108239199928344006603&rtpof=true&sd=true

NuHarbor Yearly Pricing

Implementation

NuHarbor Yearly Pricing 24/7 SoC Monitoring (Architecture Review/Risk
Assessment)

Penetration Testing Services

AURORA

Cumulative Yearly Total

Year 1 $272,700 $37,500
Year 2 $272,700 /
Year 3 $272,700 /

Cumulative 3 Year Pricing

Optional Year 4 $280,881 /

Optional Year 5 $280,881 /

Optional 5 Year Pricing

$45,000

$355,200

$272,700

$272,700

$900,600

$280,881

$280,881

$1,462,362



Recommendation = NuHarbor Security AURORA

Information Technology stakeholders unanimously recommend NuHarbor Security as the City of
Aurora’s next Managed Security Service Provider. After a broad review of 21 leading options, the
project team is confident that NuHarbor will provide a robust service at a competitive price.

DECISION FACTORS CONTRACT DETAILS

Tailored for Municipal Security — NuHarbor has a deep public
sector client list including other cities of similar size to Aurora. Their
representatives showed strong appreciation for the unique kinds of
threats that face a municipality. Staff local to the area provide that
final degree of confidence in partnership and rapid response in the
case of emergency.

CONTRACT MODEL Managed Service Provider

CONTRACT DURATION 3 Years | 5 Years
Full Stack Service- Several MSSP options reviewed by the team
were composed of partnerships, where different sub-services would
be handled separately. NuHarbor provides a unified partner to the
City, streamlining accountability and technical resolution.
ST T TOTAL $900,600 | $1,462,362

Competitive Pricing — Given the suite of services provided under
the MSSP umbrella, NuHarbor’s cumulative 3-year pricing is very
reasonable. With 21 initial respondents providing a wide perspective
on this market, the IT team can affirm that the balance of services

. o : . DOCUMENTS '
against the price is a good investment for the City. Final Contract Documents



https://drive.google.com/drive/folders/13VuIH09_xPpgsdvsc46tccDrMLAP4Dum?usp=sharing
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