Mariusz Gil

Glenview, IL - 60026 - 219-617-2604 - mariuszgil@hotmail.com - linkedin.com/in/mariusz-gil-13474914b

Information Security & Compliance Management Professional
Cyber Security Management - Process Improvement - Compliance Assurance

Program Implementation Analytical and solution-driven professional with extensive experience managing IT
Risk Mitigation & Assessment operations, technical processes as well as establishing and maintaining the security
and compliance program with a focus on ensuring seamless operations and

Policy & Procedure Enforcement L o -
accomplishing organizational objectives.

Installation & Configuration o o ) _ _ o
Demonstrated expertise in designing and implementing security policies and

Server & System Optimization procedures, identifying improvement opportunities, analyzing client’s requirements,

Strategic & Tactical Planning defining project scope, resolving issues, and fulfilling operational gaps.
Requirements Analysis Skilled in conducting reviews, assessments, and audits to ensure compliance with
Business Solutions set standards, guidelines, and protocols while maintaining the integrity of security.
Documentation & Reporting Articulate and refined communicator with native command over Polish, fluency over

German, and basic knowledge of French.

CAREER ACCOMPLISHMENTS

e Achieved company’s short and long term goals by developing a sustainable information security roadmap solution
throughout the organization’s products and services.

e Attained certification of the highly classified network through the NIST 800-53 RMF process.
e Supported a war-fighter on the deployment missions to the theater outside of USA.

PROFESSIONAL EXPERIENCE

COOK COUNTY — Chicago, IL 2/2020 to Present
Information Systems Security Officer - ISSO

Reviewing established policies, establishing RMF process for future assessment. Implementing proper policies within
Industry Standards and following NIST guidance in SP800-53. Leading efforts to standardize change management within
the organization. Preparing the County for first security Audit. Working on System Security Plan for Information Security
Office boundary. Providing security threat intelligence brief to key stakeholders/elected officials. Performing vendor risk
assessment for acquisition of new technologies for the County.

COOK COUNTY — Chicago, IL 4/2019 to 02/2020
Information Security Analyst

Maintaining vulnerability scanning of customer assets. Reporting to the customers of possible critical vulnerabilities and
providing guidance on how to remediate. Working with Threat Intelligence and providing weekly updates to the county
organizations on possible vectors. Submitting observables to collaborate on Anomali ThreatStream. Leading efforts to
streamline communication between county security assets and Anomali ThreatStream. Leading efforts to create official
SOP's (Standard Operating Procedures) for the county ISO office. Working day to day security operations.
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CLARITY GROUP INC—Chicago, IL 12/2018 to 4/2019
Information Security Specialist/Cybersecurity Manager

Maintained security and safety of customer facing solutions and internal corporate infrastructure by improving and
streamlining security strategies in collaboration with the product development and information security teams. Conducted
prospect/client security audits to ensure compliance with defined standards and procedures. Tracked data security reports
and executed appropriate response to assure data integrity. Supported in identifying and analyzing security policy and
control gaps as well as recommended remediation solutions. Managed partners, training, awareness, and product/solution
risk assessments while formulating security and compliance policies. Corresponded and interpreted information security
policies and controls to business functions.

e Contributed to enhance and support the security posture of the company

e Streamlined operational activities and strengthened security by modifying all policies and implementing business
continuity, incident response, and disaster recovery plan.

U.S. ARMY —Rock Island Arsenal, IL 5/2016 to 6/2018
IT Specialist / Information Assurance Security Officer

Administered applicable business processes and operations of customer organizations with an aim to fulfil specific
requirements. Optimized workflow by conducting capabilities and requirements analysis. Realized and incorporated
information technologies to proposed solutions. Analyzed and transformed customer requirements into operational
capabilities while implementing cyber-security and privacy principles to organizational requirements. Led the
implementation of confidentiality, integrity, and availability principles, including organization-specific systems analysis
procedures and techniques. Developed models and use cases, such as unified modeling language as well as consult with
customers to evaluate functional requirements. Managed the development of design solutions by cooperating with systems
architects and developers. Established and documented requirements, capabilities, and constraints for design procedures
and processes. Aligned system analysis with security requirements by enforcing information security/cyber-security policies.

e Planned and established an effective process for classified network’s NIST certification.
¢ Managed the development of a SharePoint based schedule system and migrated SharePoint from 2007 to 2013.

ROCK ISLAND ARSENAL-TECHNOLOGY CENTER —Rock Island Arsenal, IL 5/2016 t0 6/2018
Administrator

Oversaw end-to-end activities of the IT operations division, including manufacturing system planning, development,
documentation, implementation, knowledge transfer, and on-going support actions in cooperation with relevant authorities.
Integrated IA security requirements in computer environment operation procedures. Ensured IA and |IA enabled software,
hardware, and firmware complies with the appropriate NE security configuration guidelines, policies, and procedures.
Analyzed alternative functional IA security strategies to address organizational NE security concerns or issues. Monitored
the presence, adequacy, and effectiveness of security measures proposed and responded to requirements contained in
acquisition documents. Evaluated proposals to determine that proposed security solutions fulfill enclave requirements.

e Commended by the senior management for effectively handling contracts of worth $13M.
e Enhanced contractor’s efficiency and effectiveness by conducting detailed performance analysis.

Additional experience as Contracting Officer Representative (2016 to 2018) for U.S. Army, as Systems/Network
Administrator/Security Technician (2008 to 2016) for Freelance
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TECHNICAL PROFICIENCIES

Protocols: Tripwire, WireShark, Nessus.

Platforms: Windows 10 21h1, Windows Server 2012 R2, Linux (Red Hat, Ubuntu), MacOS, Android, iOS,
Anomali ThreatStream/Match/Lens, Rapid7 Nexpose, OneTrust GRC, OneTrust Vendor Risk
Assessment

Hardware: Dell, Cisco

EDUCATION & CREDENTIALS

PENNSYLVANIA STATE UNIVERSITY, State College, PA
Master in Cyber Security and Information Assurance

AMERICAN MILITARY UNIVERSITY, Charles Town, WV
Bachelor in Information Technology
Certification

Certification - CompTIA Security+ | Certification - NSA CAE-Cyber Operations



